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Abstract 

Social media networks (SMNs) serve as global communication 

platforms where users can share content, images, and videos as well 

as post comments, follow friends, and share their thoughts.  

However, developing countries are lagging behind in understanding 

the techniques, challenges, and opportunities associated with 

mining and analytics of SMNs Big Data (BD). The study's objective 

was to review relevant literature to establish awareness and 

understanding in developing countries about these techniques, 

opportunities, and challenges associated with mining and analytics 

of SMNs BD. A systematic literature review analysis was used to 

address the study objective. The SMNs BD mining and analytics 

techniques resulting from the review include, but are not limited to, 

data mining, value chain technique, infosphere big insights, and 

SMNs BD sentiment analysis. Three categories of challenges 

discovered on the subject under investigation are process 

challenges, data challenges, management challenges, and 

infrastructure challenges. Opportunities discovered during the 

review include, but are not limited to, business improvements and 

adjustments, constructing intelligent networks, and customer 

engagement boosts, among others. Based on the review results, the 

study proposed SMNs BD management, mining, and analytics steps 

to guide developing countries in any endeavors aiming at utilizing 

SMNs BD mining and analytics initiatives.  
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1. Introduction 

Social media networks (SMNs) are online 

communities that are dispersed over a large 

network of computers [1]. SMNs are used by 

millions of users worldwide to publish data content 

in the form of images and videos, change their 

status, and leave daily comments [2-5]. With the 

exponential rise in popularity of SMNs, such as 

Facebook, MySpace, media sharing networks, 

Tumbler, Twitter, Instagram, YouTube, and micro-

blogging, researchers have been encouraged to 

examine published data content on these platforms 

[6-8]. The developing countries need to be aware 

that the main component of SMNs is its 

information, and they need a lot of it for their ability 

to persuade people to contribute data about every 

waking minute [9]. Priceless knowledge about what 

people and society value is at the core of the 

relationships formed by the large pool of 

knowledge held by SMNs firms [9, 10]. In this 

context, this large amount of information from 

these SMNs has been described as Big Data (BD), 

which is referred to as data that is big enough for 

traditional data tools to process [10-14].  

Developing countries need to understand that 

this massive information from SMNs in a range of 

sectors can be used to see beyond the mechanics of 

interaction on how the content contained inside the 

interactions can affect people's perceptions and 

company performance. This can only be achieved 

by raising awareness of mining and analytics of 

SMNs BD in developing countries [15-18]. Similar 

to other industries, given proper mining and 

analytics of SMNs BD, analyzing markets and 

predicting consumer behavior can be simplified 

[19, 20].   

When it comes to SMNs BD mining and 

analytics usage, developing countries are still 

behind compared to developed economies [21, 22]. 

The number of real-time information streams and 

people using SMNs is growing rapidly in 

developing countries [22].  

It should be noted by developing countries that 

tracking trends in SMNs BD during the analytics 

and mining process can further provide insights on 

emerging concerns that can be highly relevant to 

both themselves and global development [23-25]. 

The existing problem is that developing countries 

lack systematic understanding and awareness of the 

potential that mining and analyzing SMNs BD can 

bring to their private and public service delivery 

[26]. 

This paper offers a systematic review in 

response to this challenge by analyzing the current 

practices to highlight SMNs BD mining and 

analytics techniques, obstacles, and opportunities 

for the developing countries' communities. The 

following study objective served as the study's 

guidance to achieve the study intention:  

To review the existing potential techniques, 

opportunities, and challenges associated with 

SMNs BD mining and analytics for raising 

awareness and promoting utilization in developing 

countries. 

The remainder of the paper is organized as 

follows: Section 2 highlights the literature review 

of the study. Section 3 provides the study's 

methodology. Section 4 offers a description of the 

findings and a discussion of the study.  The final 

section offers the study's conclusion and future 

directions of the study. 

2. Method 

2.1 SMNs Statistics and SMNs BD Status 

SMNs are an effective tool for research, data 

mining, and analytics due to the large volume of 

customer data they contain. A significant 

percentage of BD is sent via SMN content in an 

unstructured style and the value/ integrity of the 
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data is guaranteed by consumer-generated 

SMNsBD [27, 28]. This increases the appeal of 

SMNs BD to academics, industry, government, and 

other stakeholders across the globe. Application 

Programming Interfaces (APIs) are provided by 

most SMNs, facilitating public and easy access to 

vast quantities of SMNs BD for research purposes 

[29]. Numerous SMNs, such as Facebook, Google, 

Instagram, LinkedIn, and many more, provide 

businesses and people with unique APIs [29, 30]. A 

recent brand watch analysis states that out of 7.7 

billion people on the planet, 3.499 billion are active 

SMNs users [31]. This represents 45.4% of the total 

population and nearly 80% of netizens. The 

publication date of this report is June 13, 2019, 

because, between April 2018 and April 2019, there 

were 202 million more users using SMNs. 

Approximately 81% of young people think that 

SMNs are good for one's personal life and the 

average daily time spent on SMNs by each of these 

users was 142 minutes. According to this figure, 74 

billion dollars were spent by corporations and 

retailers on SMNs advertising in 2018. To maintain 

their competitiveness and make the most of their 

marketing efforts, 91% of retail businesses and 

81% of small and medium businesses use SMNs.  

Today, users' data has become so revolutionary 

in volume that it has become the most significant 

source of huge data. Table 1 displays the amount of 

involvement on various SMNs platforms (brand 

Watch's statistics) [31, 32]. With 2.3 billion active 

users each month, Facebook is the most popular 

social media network. On YouTube, a platform 

where users share videos, there were 1.9 billion 

active users. Similarly, 1.6 billion people use 

WhatsApp. There were 610 million members on 

LinkedIn and 330 million active users on Twitter. 

According to Table 1 [31-34], Facebook has the 

greatest number of users (2,375 billion) who are 

also engaged in the platform. Users are also the 

most active on YouTube (19%), WhatsApp (16%), 

Instagram (16%), and WeChat (16%).  

Table 1. Well-known SMNs and their 

corresponding monthly users. 

S/N SMNs Usage 

1 Myspace 15 million 

2 Facebook 2.375 billion 

3 LinkedIn 610 million 

4 Periscope 10 million 

5 YouTube 1.9 billion 

6 WeChat 1 billion 

7 Instagram 1 billion 

8 WhatsApp 1.6 billion 

9 Pinterest 265 million 

10 Twitter 330 million 

11 Weibo 600 million 

12 ResearchGate 17 million 

13 Flickr 90 million 

14 4chan 22 million 

15 Snapchat 190 million 

16 Google+ 111 million 

17 Airbnb 150 million 

A vast number of people in SMNs produce 

tremendous volumes of data every day and this data 

can be of any format, including structured semi-

structured, and unstructured [33, 34]. BD comes 

from a lot of organized, semi-structured, and 

mostly unstructured data sources. Because most 

BD comes from SMNs, it is commonly called 

"Social Media Networks BD (SMNs BD)" [35, 36]. 

SMNs BD is a colloquial term that describes the BD 

derived from and associated with SMNs. The 

SMNs BD are pertinent and informative to look at 

and study to make better decisions regarding 

research, business, and administrative structure. 

There are two types of SMNs BD: "Social Graph" 

and "Social Text" [37].  

A different group described customer chats on 

SMNs as "conversations" and the activities taken 

inside them as "interactions." Aside from its type, 

social data are disorganized and disorderly, 

complicating social ties, such as closeness and 

support among users [38]. The intricate tree-based 

relationship on several data points makes it difficult 

for traditional Relational Database Management 

Systems (RDBMSs) to analyze social data. 
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RDBMSs and other conventional methods are 

unable to analyze this SMNs BD. Limited amounts 

of structured data can be processed using database 

management systems, or RDBMSs [39, 40].  

2.2 The Term “Analytics” 

Analytics is the systematic use of statistical 

techniques in the computation and interpretation of 

data. To assist with data analysis in formats that are 

challenging to comprehend, analytics uses 

statistics, mathematics, and Artificial Intelligence 

(AI) to help make better judgments. The term 

“analytics” is also associated with facilitating data 

analysis by helping to identify patterns, trends, and 

other insights from unstructured social data [41, 

42]. The words "social media networks mining and 

analytics" and "BD analytics (BDA)" are used 

interchangeably in this study. Among the various 

methods of BDA in SMNs are text mining, social 

graph theory, opinion mining, sentiment analysis, 

social influence analysis, statistical analysis, cyber 

risk analysis, and others [43, 44]. 

2.3 Related studies on SMNs BD 

In the subject of BD, there have been numerous 

reviews thus far and, nevertheless, there are certain 

shortcomings in the literature evaluations done on 

this topic. According to systematic research, the 

study examined the similarities and differences 

between the present reviews on this subject. 

Related works are compiled into surveys and 

systematic literature reviews (SLRs) in Table 4.  

For instance, the probable uses of Information 

Fusion (IF) in SMNs were surveyed by [45]. They 

also talked about the similarities and variations in 

SMNs BD processing technologies according to 

pertinent parameters with a discussion of future 

research directions and the difficulties in using IF 

for SMNs BD. According to the findings, applying 

fusion improves accuracy, dependability, and 

confidence, but the study made no mention of 

business intelligence, integration, sharing, security, 

or data sharing. Furthermore, neither a systematic 

structure nor a clear indication of the study 

selection procedure was mentioned in this study. 

Additionally, the metadata for BD-related 

papers found in the Scopus database between 1957 

and 2017 was examined [46]. The authors 

discovered that, given the enormous volume of 

publications, the actual tendencies in the scholarly 

BD literature were insufficient for creating real-

time indicators. This study was unsystematic, and 

there were gaps in its privacy, transparency, BD 

diffusion, and BD quality metrics. Also, 

publications that had just been published in 2018 or 

2019 were not taken into account. 

In a different study [47], a review of Social 

Network Analytics (SNA) was offered, factors such 

as data sources, features, computational 

intelligence, analytic approaches, and features of 

quality were published between 2011 and 2017. 

Descriptive, diagnostic, predictive, and prescriptive 

analytics were used to summarize the qualities of 

BDA for SNA. The BD analytical methodologies 

were categorized by the authors into text mining, 

sentiment analysis, modeling, and SNA. The 

authors grouped the studies based on approaches, 

methodology, and qualitative characteristics. They 

gave a thorough overview of the SMNs BD study 

areas, but the paper selection process was not 

discussed. However, several issues, including data 

availability, velocity, quality, and localization, and 

natural language processing, were left unanswered.  

Many more researchers recite several SMNs 

BD papers. For example, Bukovina [48] examined 

SMNs technical analysis to study capital market 

behavior; Martin and Schuurman [49] surveyed 

SMNs data for qualitative geographic analysis; 

Arnaboldi et al. [50] investigated the connection 

between SMNs BD analysis and the accounting 

function; other authors [51-53] examined BD 

mining in SMNs. Lastly, further SMNs BD SLRs 

are carried out, such as the one to use machine 
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learning (ML) techniques to detect cyber-attacks 

[55] and the review of firm-level innovations based 

on text-mining and SMNs analysis [55]. 

Additionally, it should be mentioned that social 

influence analysis looks for ways to quantify each 

user's impact on social networks to determine 

which individuals are the most influential. New 

insights into the interactions between web users can 

be gained through social network analysis. 

Understanding how users influence one another 

might help one better understand how information 

spreads throughout networks. 

A thorough examination of social influence 

analysis is given by Peng and Wang [56], who also 

examine the features and architecture of social 

influence analysis using data from extensive social 

networks. According to these authors, social 

influence analysis has a great deal of social impact 

and practical value. It helps us understand people's 

social behaviors and encourages communication 

about political, economic, and cultural activities.  

Zhang et al. [57] presented a systematic 

investigation of the effects of online users' 

reposting activities in a well-known online social 

networks and users' offline behaviors. The study 

offers a voting method that determines which users 

on mobile cellular networks have the greatest 

influence over the spread of information. By 

monitoring user interactions, the backbone 

network's traffic demand was forecast. 

Using SMNs BD taken from domestic online 

news sites, social networking sites, and forums, 

Zhang et al. [57] and Song et al. [58] investigated 

and forecasted the trends and patterns associated 

with youth sexting in South Korea. Moreover, 

predicting social issues more accurately is made 

possible by SMNs BD's ability to collect 

information from a wide range of individuals and 

combine a vast amount of data. 

Taking into account the reviewed publications, 

the following summary of shortcomings of these 

studies have been noted: Certain studies have not 

made explicit reference to the time frames for the 

reviewed papers. In addition to discussing the 

study's scope and the time range of the articles, our 

current paper also takes into account recently 

published articles. In the existing works, the 

selection process was not clearly defined because 

the related papers lacked a systematic construction, 

and some of the papers were either improperly 

classified or lacked a taxonomy. Nevertheless, 

whereas some research has not examined the 

assessment parameters and evaluation instruments, 

this paper establishes a subclass for each of them in 

addition to offering a clear and visual classification. 

3. Method 

The study employed the Systematic Literature 

Review (SLR) method to address the research 

objective. The SLR chosen in this study followed 

the five phases (Figure 1 and Table 2) [70, 71]. 

These included coming up with review questions, 

finding relevant literature, assessing the caliber and 

quality of the studies considered, gathering and 

summarizing data, and interpreting the findings. 

The exclusion and inclusion criteria 

The inclusion and exclusion criteria used in the 

SLR, outlined in Table 3, were vital for enhancing 

its scientific value. Papers not published in English 

or still under publication were excluded. The study 

aimed to explore approaches, opportunities, and 

challenges for developing countries in mining and 

analyzing large social media datasets. To this end, 

qualitative, quantitative, and case study analyses 

were included. Additionally, diverse 

epistemological perspectives were adopted to 

highlight the interdisciplinary nature of the topic, 

ensuring a well-rounded exploration of the subject.
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Table 2. Five steps of SLR used in the study. 
 

S/N Step Description 

01 Framing 

questions for 

a review 

Questions that were clear, concise, and well-organized were used to establish the 

topics that needed to be covered before the review process began. 

02 Identifying 

relevant 

work 

 

A comprehensive search for studies using the terms "BDA social media, social 

media networks BDA, and "data mining" turned up a large number of printed and 

digital materials. Of the 87 publications that were used in this study, 74 were 

sampled and selected for a more in-depth examination.  

03 Assessing 

the quality 

of studies 

 

74 studies were chosen from Step 2 and subsequently submitted to a more 

comprehensive quality assessment utilizing general critical appraisal guidelines and 

design-based quality checklists. These assessments were used to look at 

heterogeneity and offer advice on whether or not a meta-analysis was necessary 

04 Summarizin

g the 

evidence 

Involved data synthesis of tabulating the characteristics of the study.  

 

05 Interpreting 

the findings 

The study interpreted the data and searched for heterogeneity to ascertain whether 

the overall summary may be believed. Conclusions were made, when appropriate, 

from the results of high-caliber studies. The benefits and drawbacks of the evidence 

were used to rank each recommendation. 

 

 

Figure 1. Visual representation of the review stages. 

Framing research questions 

for review 

Assessing the quality of 

studies 

Identifying relevant work 

 

Interpreting the findings 

Summarizing the evidence 

What are the potential techniques, opportunities, and 

challenges associated SMNs BD mining and analytics 

available in the literature for raising awareness and 

promoting utilization in developing countries? 

Review of relevant 

research across contexts 

Refined quality 

assessment 

List of Techniques, 

opportunities, and 

challenges for SMNs BD 

Inferences 

87 publications 

74 Publications 

74 total sampled 

Publications 
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Table 3. The inclusion and exclusion criteria. 

Inclusion criteria Exclusion criteria 

Printed and 

computerized sources, 

books, Empirical 

studies, Editorials, 

Fields of social science, 

Information science, 

Economic science, 

Humanities, English 

language articles, 

Articles in academic 

journals, Case studies, 

quantitative and 

qualitative analyses, and 

epistemological 

approaches 

Summaries of 

Conferences, 

Convention lawsuits, 

Book reviews, Field of 

agriculture science, 

Interviews, Technical 

as well as health 

science, Summaries of 

meetings, Editorial 

letters; non-academic 

texts, and non-English 

papers, Papers that 

were still in 

publication 

4. Results and Discussion  

Distribution of publications by database  

Figure 2 shows the searched publications from 

six scholarly databases before applying exclusion 

and inclusion criteria:  ACM Digital Library, IEEE 

Database, Taylor & Francis, Science Direct-

Elsevier, Wiley Online Library, and Scopus.  

 
Figure 2. Selection process for review publications. 

Figure 3 presents publications selected for 

analysis by the database.  Initially, 87 publications 

are selected. Following a comprehensive review 

and evaluation of the abstract and title, the original 

list was reduced to 74 publications for final 

analysis.  

 

Figure 3. Number of publications by scholarly database 

source. 

Distribution of studies by publication year 

 Only papers that were published between 2014 

and 2024 were picked for the study. It is the best 

practice for the literature to be recent to capitalize 

on a time when the related concept, in addition to a 

commercial dynamic, has found significant 

resonance. The bulk of the publications were 

published between 2018 and 2024, indicating the 

current interest in this field of study (Figure 4). 

 
Figure 4: Distribution of studies by publication year. 
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4.1 SMNs BD mining and analytics techniques 

for developing countries' understanding and 

awareness 

Developing countries must realize that no 

single technique can fully capture the vast amount 

of SMNs BD data. Massive amounts of data can be 

evaluated using advanced analytics. However, 

generally, several techniques can be combined to 

help extract the most value from SMNs BD via 

mining and analytics processes [72]. The review, 

however, found a variety of techniques for SMNs 

BD mining and analysis, with differing outcomes 

that developing countries need to be aware of, and 

deployment of the technique relies heavily on the 

user's level of SMNs BD requirements. 

Prediction based on trend detection  

This presents an improved technique for 

prediction backed by trend identification [73, 74]. 

At first, a dynamic time distortion distance-based 

K-medoids rule is used to categorize the quality 

progression of cluster programs into four trends 

[75, 76]. Then, four trend-specific prediction 

models are constructed, one at a time, using the 

random forest regression. By merging the 

categorization probability with prediction values 

from the trend-specific models, the intended 

strategy ultimately produces better prediction 

outcomes from the SMNs BD [77, 78]. 

Value chain  

This technique emphasizes dividing SMNs BD 

during the mining and analytics process into four 

different models (information generation, 

collection, storage, and analytics).  Together, these 

four elements comprise a huge information value 

chain [79]. The popular technologies that can be 

used under this technique include the Hadoop 

Distributed File system (HDFS) [79].   

Data mining  

The increasing reliance on SMNs BD 

necessitates the use of data processing techniques 

for mining and analytics to arrange unstructured 

data in a way that follows a scientific pattern [80]. 

The technique is concerned with examining the 

information mining class of methods for SMNs BD 

platforms [81, 82]. 

InfoSphere big insights  

This targets SMNs BD usage across a range of 

planned subjects [83, 84]. It follows a detailed 

description for processing data, which is mostly 

collected from SMNs by Apace Flume and stored 

in Hadoop storage [84].  

SMNs BD sentiment analysis 

It presents a revolutionary technique for 

managing large volumes of SMNs BD during the 

mining and analytics process [85].  It includes a 

generative framework for the philosophies of 

procedure science “theory of social information, 

abstract and formal models of social information, 

and an analytical framework for combining large-

scale social information sets with the structure and 

unstructured social information sets [85]”. Table 4 

presents a review of other diminishing SMNs BD 

mining and analytics techniques. 

4.2 SMNs BD mining and analytics 

opportunities for developing countries' 

understanding and awareness 

In the previous sub-section, we reviewed the 

SMNs BD mining and analytical techniques for 

understanding and awareness by developing 

countries. However, applying the above-reviewed 

techniques to SMNs BD mining and analytics can 

provide tremendous value in various sectors of 

developing countries. In this sub-section, the 

review provides several major opportunities for 

mining and analyzing SMNs BD in the interest of 

developing countries' understanding and 

awareness. 
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Table 4. List of diminishing data mining techniques for SMNs BD. 

Technique Description Reference 

Structural equivalence measures Uses common behavior to determine the 

friendship structure of SMNs. 

[86] 

Friend of a Friend  Used to investigate the growth and evolution of 

groups at the local and global community levels 

within extensive social networks on the Semantic 

Web. 

[87] 

Semantic Web-based Social Network 

Analysis Model 

To achieve intelligent retrieval of the Web 

services, the ontological field library of social 

network analysis is created by combining it with 

the traditional semantic web outline. 

[88] 

VoyeurServer Enhanced the open-source Web-Harvest 

framework for gathering data from online social 

networks to investigate online scientific 

associations and trust-enhancing structures. 

[89] 

Support Vector Machine/ linear kernel Used to determine the polarity of documents' 

neutral instances. 

[90] 

Social-Union method Utilized to take advantage of multi-modal SMNs 

that propose items.  

[91] 

Document-Pivot Topic Detection, 

Graph-based Feature-Pivot Topic 

Detection, Latent Dirichlet Allocation, 

Frequent Pattern Mining, and Soft 

Frequent Pattern Mining 

Used to detect real-world events on SMNs data [92] 

First Story Detection Used to use real-time indications from SMNs data 

streams to identify both expected and 

unpredictable events. 

[93] 

Latent Dirichlet Allocation topic 

inference model 

Used to determine unexpected spikes in the 

mention of particular hash tags. 

[94] 

Transaction-based Rule Change Mining Used to connect changes in real-world news and 

events with changes in the Association Rules 

found in tweet hash tags. 

[95] 

 

Business improvements and adjustment  

For large amounts of data, SMNs collectively 

are the most important source of BD and interested 

parties can compile and review all actions that users 

take on any SMNs, including likes, tweets, views, 

comments, and favorites for their business 

improvements and adjustment [96].  

Constructing intelligent networks  

SMN BD on social transportation has created 

previously unheard-of chances to construct the 

intelligent transportation networks of the future. 

Zheng et al. [97] examined several strategies, such 

as data sources, analytical techniques, and 

application systems that are required for using 

SMNs BD in social transportation systems. For 

instance, a real-time monitoring system for traffic 

incident detection via Twitter stream analysis was 

proposed by D'Andrea et al. [98].  Also, Zhou et al. 

[99] investigated the role that real-world SMNs BD 

can play in developing an intelligent transportation 

sector. 
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Customer engagement boost  

In the digital age, SMNs BD mining and 

analytics are essential for any business to maintain 

an online presence, since it enables customer 

engagement on a personal level [100]. Hence, it 

causes numerous advantages in business value 

creativity and productivity. 

Creating new opportunities  

SMNs BD mining and analytics can help 

organizations in developing countries make better 

use of their data to find new opportunities [101]. 

For example, Facebook alone has two billion 

monthly users, which make up roughly 26% of the 

world's population. It is vital to keep in mind that a 

plethora of information from SMNs will come in a 

bewildering variety of formats for a variety of 

informed decision-making processes [102, 103]. 

Event detection 

Mining and analyzing SMNs BD has been used 

to detect events, such as natural catastrophes [104]. 

By disseminating emergency information to 

communities impacted by the crisis, SMNs BD 

plays a significant role in disaster management. To 

better understand the characteristics and create 

relief plans, academics have previously used data 

from SMNs [104,105]. During the 2016 Louisiana 

flood, Kim et al. [105] investigated patterns created 

by online users' interactions on Facebook. Yoo et 

al. [106] used data from Twitter during Hurricane 

Sandy to assess the factors that influence the pace 

at which information spreads. For disaster 

management, Choi and Bae [107] present Social 

Big Board, a real-time social BD monitoring 

system. 

Profitable business choices   

SMNs BD is the precious oil today, SMNs 

being a robust source of BD nowadays, if utilized 

through mining and analytics processes can lead to 

more profitable business choices, more economical 

operations, satisfied customers, and more earnings 

[108]. 

Cost reduction  

When massive amounts of knowledge from 

SMNs BD are stored, large-scale information 

technologies like Hadoop and cloud-based 

analytics can reveal more economical methods to 

do business and will produce major cost reductions 

[109, 110]. 

SMNs BD in economics  

Economic growth has been predicted using 

SMNs textual data. By examining large amounts of 

data from SMNs blogs, Yamada et al. [111] 

presented a method to estimate the economic 

indicator. Their method can drastically cut down on 

the time lag and yield findings almost instantly, in 

contrast to the government's announcement of the 

economic index, which often has a delay because of 

the time needed to collect and evaluate data. 

Spagnuolo et al. [112] examined Bitcoin trust-

weighted signed network statistics and tracked 

users' financial circumstances using associated 

identities to keep an eye on the Bitcoin economy. 

Fast-order thinking with new services, and 

products  

SMNs BD mining and analytics can also lead to 

quicker, higher-order thinking [113]. With HDFS’s 

speed and in-memory analytics, businesses can 

now evaluate data and make decisions based on 

what they have learned along with exploring new 

knowledge sources.  

4.3 SMNs BD Mining and Analytics 

challenges for developing countries' 

understanding and awareness 

Though ironic content on SMNs BD mining 

and analytics brings unprecedented opportunities, it 

also comes with various challenges. In the 

remainder of this section, we summarize the key 
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challenges under this sub-section associated with 

SMNs BD mining and analytics for developing 

countries' understanding and awareness. There are 

limited studies on the potential challenges of SMNs 

BD mining and analytics in poor countries [114-

116].  

The following succinctly describes the 

challenges associated with SMNs BD mining and 

analytics for understanding and awareness by 

developing countries, given their desire to adapt 

mining and analytics of SMNs BD [117, 118]. The 

review grouped the challenges into the following 

categories (Table 5). 

Data challenges 

Data transfer, privacy violations, sharing, 

sharing, analyzing, storing, searching, and sharing 

are among the data challenges [119]. Database 

systems from the past are also insufficient, and 

designing the perfect architecture for SMNs mining 

and analytics that manages historical and real-time 

data at the same time poses issues [119, 120]. 

Process challenges  

These are related to the group of "how" 

methods, which include how to gather, combine, 

process, select the suitable model, and technique 

for analysis, and display the outcomes during 

SMNs BD mining and analytics process [121-124]. 

Consequently, these challenges can be further 

subdivided into the data value chain stages. Data 

acquisition scenarios frequently involve large 

volume, high velocity, high diversity, and low-

value data [125-127]. Understanding varied 

computational difficulties, information security, 

and computational ways to analyze BD is required 

to tackle the problems [128-130]. A lack of 

understanding of the demographics and decision-

making processes of SMNs BD users can make it 

difficult to interpret and process the content of 

SMNs posts with confidence [131, 132].  

Management challenges 

These are concerned with the techniques and 

tools needed to handle data effectively and derive 

meaningful conclusions from large, varied SMNs 

BD set that support organizational decision-making 

[133]. Because SMNs BD comprises a large 

amount of complex data, it can be difficult for an 

organization to classify the data by privacy levels 

and put security measures in place by these levels 

[134]. Beyond volume and variety of sources, 

SMNs BD incorporates characteristics, such as 

scale, speed, structure, and quality [135]. The six 

types of data management challenges, namely 

privacy, security, governance, sharing of data and 

information, cost/operational expenses, and data 

ownership have been delineated and reviewed 

[135-139]. Data protection management from 

security breaches should be an organization's top 

priority as far as SMNs BD is concerned [140-144].  

During the management of SMNs BD mining 

and analytics process, it is also beneficial to 

examine regulations, policies, standards, decision-

making power, accountability, and enforcement 

tactics, and data and information ownership and 

sharing [145, 146].  However, when large-scale 

datasets are stored, communicating and integrating 

critical information inside an organization or 

between various companies can be a difficult 

undertaking. Sharing data and information will help 

organizations coordinate with other stakeholders 

and develop strong relationships. Therefore, it is 

critical to find a balance and exercise control over 

the necessity of sharing for optimum impact. 

Infrastructure challenges 

This involves Limited technological 

infrastructure for executing SMNs BD mining and 

analytics process.
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Table 5. SMNs BD mining and analytics challenges for developing countries understanding and awareness. 

Challenge category and its breakdown Context Source 

Data challenges 

Designing an analytics architecture to cater to 7 Vs with 

legacy databases 

SMNs BD [147] 

Lack of data expertise  SMNs BD [148] 

Lack of reliable data sources for data collection SMNs BD [148] 

Infrastructure 

Limited technological infrastructure in developing countries SMNs BD [149] 

Process  

Lack of value to service delivery due to unreliable 

alignment between social media initiatives and 

government strategies 

Service Delivery to 

citizens; social media; 

Government 

[150] 

Lack of fault tolerance techniques SMNs BD mining and 

analytics 

[151] 

Visualization of data SMNs BD [152, 153] 

Management challenges 

Data privacy, security, and control issues due to 

heterogeneous data and data sources 

SMNs BD [154] 

The lack of SMNs BD management presents difficulties 

for the government to sort this data on privacy levels and to 

apply security according to these levels 

SMNs BD; 

Government 

[155, 156] 

The lack of SMNs BD infrastructure has compromised the 

security, privacy & confidentiality of data through 

unintended, unauthorized access, or inappropriate access 

by privileged users 

SMNs BD [156] 

The lack of data management tools and techniques results in 

a negative impact on the decision-making process of the 

government 

Government; Decision 

making 

[157,158] 

The lack of SMNs BD governance causes low levels of 

accessibility for social media BD mining and analytics 

SMNs BD mining and 

analytics 

[159] 

The lack of data ownership results in the quick spread of 

incorrect or false information 

SMNs BD [160] 

Operational costs & budget allocations Decision making [161] 

A lack of skills for SMA & related tools presents 

difficulties for the government to interpret data 

SMNs BD mining and 

analytics 

[162] 
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Figure 5 deals with the steps related to the 

SMNs BD management. From the review literature, 

the study proposes a) the steps to be taken by 

developing countries in managing SMNs BD 

(Figure 6) and b) the summary of the associations 

between the reviewed challenges of SMNs BD 

mining and analytics for developing countries' 

awareness (Figure 5). 

 
Figure 5. SMNs BD management steps. 

 

 

Figure 6. Study's observation framework for SMNs BD 

mining and analytics challenges for developing 

countries' awareness.  

The overall conclusion is that the phrase "BD" 

is highly popular right now. Businesses and 

organizations are discussing their BD solutions and 

analytical applications. The data used in these 

applications come from a variety of sources. 

However, developing nations must understand that 

SMNs BD is a sort of data that most corporations 

are very interested in and that mining and analytics 

of this data can have positive social effects.  

Successful mining and analysis of this data can 

be achieved with a high return on investment as 

long as developing nations are aware of the 

methods, opportunities, and difficulties related to 

SMNs mining and analytics. A significant portion 

of the global population uses SMN's BD 

applications. An essential component of modern 

civilization is the capacity to communicate 

instantaneously and connect with others and 

businesses across great distances. Users can 

exchange media, thoughts, opinions, and comments 

with friends, family, companies, and organizations 

via SMN's BD applications. Many different kinds 

of organizations can benefit from the information 

found in these remarks, concepts, and mediums. It 

is feasible to forecast particular application user 

behavior through data mining and analytics.  

5. Conclusion 

The study’s goal was to review the potential 

techniques, obstacles, and opportunities associated 

with SMNs BD mining and analytics for 

developing countries' understanding and 

awareness. The study reviewed SMNs BD mining 

and analytics techniques, such as data mining, 

value chain technique, infosphere big insights, and 

SMNs BD sentiment analysis. Three categories of 

challenges discovered on the subject under 

investigation are process challenges, data 

challenges, management challenges, and 

infrastructure challenges. On the other hand, 

opportunities discovered during the review include, 

but are not, limited to business improvements and 

adjustments, constructing intelligent networks, and 

customer engagement boosts among others. Based 

on the review results, the study proposed SMNs BD 

management, mining, and analytics steps to guide 

developing countries in any endeavors aiming at 

utilizing SMNs BD mining and analytics projects. 

The study also envisions the SMNs BD 

management steps that developing countries can 

leverage towards their endeavors and initiatives 

towards SMNs BD mining and analytics. Because 

the study is based on secondary data from previous 

studies, one of its limitations is that it lacks an 

empirical evaluation in a practical setting. Further 

works can look into the empirical application of the 

reviewed thematic areas. To summarize, mining 

and analytics from SMNs BD have the potential to 

Management 

Challenges 

SMNS BD 

mining and 

analytics 

challenges 

Process 

Challenges 

SMNs BD Value 

chain  
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contribute to the timely advancement of research 

and development in a variety of disciplines for 

developing countries. 
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