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Abstract

Source-location privacy (SLP) protection improves security in
event monitoring wireless sensor networks (WSNs) for Internet of
Things (IoT) applications. However, due to constrained energy
resources, WSNs incur coverage holes that affect the level of SLP
protection. Existing studies have ineffectively analysed the effects
of coverage holes on SLP protection. Noting the limitation, this
study investigated the coverage hole effects. Performance of
various SLP routing protocols was evaluated based on the sensor
node utilization ratio, attack success rate, end-to-end delay, and
packet delivery ratio. Then, considering the challenge of limited
battery power in loT sensors, the performance gains and limitations
of the protocols were identified. Simulation results demonstrate that
the data dissemination SLP routing protocol (DIRP) outperforms
other protocols. However, the performance of DIRP is significantly
affected by coverage holes. The results suggest that for DIRP to be
viable in IoT applications, the integration of distributed energy
resources should be considered.

1. Introduction

Sensor-based monitoring networks play a vital
role in the Internet of Things (IoT) applications.
The networks deploy sensor nodes that detect
events and report sporadically to a sink node. The
sink node collects data from the sensor nodes and

reports it to the user [1, 2] . However, the sensor
nodes are often resource-constrained, size-
constrained, and lack physical protection [3, 4].
Sensor nodes are usually powered by energy-
limited batteries and have constrained capabilities
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for computing, storage, and communication [5].
Furthermore, when wireless sensor networks
(WSNs) are deployed in remote and inaccessible
areas, the sensor nodes are often randomly
distributed in the sensing field of interest, resulting
in unbalanced energy distribution [5]. Due to the
unbalanced energy distribution, some of the sensor
nodes expend their battery power quickly and
coverage holes occur [5, 6]. Coverage hole is a
disconnected region in a WSN where sensor nodes
are unable to communicate due to sensor node
power outage or node failure [6]. WSNs incur poor
network connectivity and reduced quality of service
(QoS) when coverage holes occur [7, 8].

This study investigated the effects of coverage
holes on source location privacy (SLP) protection.
The main objective of SLP protection is to improve
security in monitoring WSNs by minimizing the
observability of source nodes and hiding the
location of source nodes from adversaries [9, 10].
Therefore, techniques such as SLP routing
protocols are particularly important to provide SLP
protection when WSNs are used in monitoring
applications that require location privacy [11-13].

This study was inspired by Jan et al. [14], Roy
et al. [15], Long at al. [16], and Mutalemwa and
Shin [17]. Collectively, these authors did not
investigate the effects of coverage holes. Long at al.
[16] analysed the performance of the tree-based
diversionary SLP routing protocol (TRRP) and
phantom SLP routing protocol (PNRP). However,
the authors did not evaluate the end-to-end delay
(EED) and packet delivery ratio (PDR) of the
protocols. Also, the attack success rate (ASR) was
not effectively analysed. Roy et al. [15] presented
the operational features of the SLP protocol with
distributed fake and phantom sources (DFRP).
However, the authors did not evaluate the
performance of DFRP. Thus, Roy et al. [15] failed
to analyse the ASR, EED, and PDR of DFRP. Jan
et al. [14] evaluated the data dissemination routing

protocol (DIRP), TRRP, and PNRP using various
performance metrics. However, the authors failed
to present detailed discussions on the performance
of the protocols in terms of ASR, EED, and PDR.
Mutalemwa and Shin [17] analysed DIRP, DFRP,
relay node ring routing protocol (RRRP), and
PNRP. Nevertheless, they failed to observe the
ASR, EED, and PDR of the protocols. Therefore, to
ensure a comprehensive performance analysis of
the DIRP, DFRP, TRRP, and RRRP protocols, this
study presents detailed investigations on the
performance of the protocols.

In the investigations, the performance of DIRP,
DFRP, TRRP, and RRRP protocols was measured
in terms of SLP protection, EED, and PDR. The
ASR metric was used to measure SLP protection.
Different from the previous studies, this study
analysed the ASR, EED, and PDR under varied
network parameters. Also, the effects of
unbalanced energy distribution and coverage holes
were observed.

The main contributions of this study are

highlighted as follows:

e Conduct experiments to evaluate the
performance of DIRP, DFRP, TRRP, and
RRRP protocols. Consider different network
configurations to ensure comprehensive
analysis.

e Investigate the effects of unbalanced energy
distribution and coverage holes on the
performance of DIRP, DFRP, TRRP, and
RRRP protocols. Then, based on the
observations, examine the feasibility of
DIRP, DFRP, TRRP, and RRRP protocols for
IoT applications.

¢ Qutline the performance gains and limitations
of DIRP, DFRP, TRRP, and RRRP protocols.
Subsequently, considering the challenge of
limited battery power in IoT sensors, present
techniques to alleviate the coverage hole
effects.
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2. Related Work

SLP protection was first discussed by Ozturk et
al. [18]. Since then, a lot of research has been done
on SLP protocols [10, 12, 13, 19-35], with some
works considering SLP protection for IoT
applications. Other studies have proposed SLP
protocols for cyber-physical systems [21, 23].

Table 1 summarizes the key differences
between this study and the previous studies in [14-
17] and highlights the significance of this study.
The Table shows that ASR was partially considered
by Long et al. [16] while Jan et al. [14], Roy et al.
[15], and Mutalemwa and Shin [17] did not
measure the ASR. In this study, ASR was measured
under varied source-sink distance and node density.
Also, ASR was measured at different packet
generation rates and varied network size.
Moreover, the ASR was observed when the
adversary hearing range and mission duration was
increased. In addition, ASR was observed when
multiple source nodes were deployed. Table 1
provides additional information that the EED and
PDR were partially considered by Jan et al. [14]
while the other authors did not consider the EED or
PDR metrics [15-17]. This study considers
measurement of the EED under varied network

Table 1. Comparison with existing studies

parameters. Also, the PDR is measured under
varied source packet rate and at different mission
durations. EED and PDR are important parameters
because they indicate the packet delivery reliability
of the protocols.

Energy consumption (EC) and network lifetime
(NL) of the protocols have been extensively
studied [16, 17]. Therefore, this study focused on
the measurement of node utilization ratio (NUR).
The knowledge of NUR is useful during the
analysis of coverage hole effects. On the contrary,
NUR was not measured in [14-17].

3. Method

MATLAB network simulation tool was used to
conduct experiments. Details of the network and
adversary models are presented below.

3.1 Network Model for Simulations

The panda-hunter network model was used.
The model was proposed by the seminal work of
Ozturk et al. [18] and considered in many other
studies [11, 16, 17, 22, 24, 41-44].

3.2 Adversary Model for Simulations

Performance metrics

Study Protocols ASR  EED PDR  EC NL  NUR
[16] TRRP, PNRP Partial No No Yes Yes No
[15] DFRP No No No No No No
[14] DIRP, TRRP, PNRP No Partial Partial Yes Partial No
[17] DIRP, DFRP, RRRP, PNRP No No No Yes Yes No
;rtlliﬁy IJJ)I{III{{P; DFRP, RRRP, TRRP, Yes Yes Yes No No Yes
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A cautious traffic analyzing adversary model
was adopted from [18, 45-48]. The main attack
strategy of the adversary is hop-by-hop back
tracing attack shown in Figure 1. In the figure,
adversary is able to backtrack the packet routes. For
example, adversary locating at the sink node can
overhear communication from S3. At IN;3, it
overhears communications from Sy and at S>, it
overhears communications from SN;. When it
overhears communications between sensor nodes,
it performs hop-by-hop back tracing attack until it
reaches at the source node to capture the
event/target.

4. Experiments

In the experiments, the performance of DIRP,
DFRP, RRRP, TRRP, and PNRP was measured.
Similar to Adil et al. [49], this study assumed that
efficient utilization of the resources in the resource-

"""""" : Adversary hearing range

@ : Adversary

Figure 1. Back tracing attack of traffic analyzing
adversary.

constrained WSNs increases the network
effectiveness and QoS. Therefore, NUR should be
considered when designing SLP protocols for the
resource-constrained WSNs and IoT. NUR is a
good indicator of how the protocols are able to
balance the network traffic and energy
consumption of the sensor nodes, so as to minimize
the occurrence of coverage holes. This is mainly
because unbalanced energy distribution has a
negative effect on the reliability of the protocols in
terms of network lifetime and privacy protection
reliability [17].

Furthermore, the occurrence of coverage hole
presents negative effects on the QoS in WSNs and
IoT [50]. In particular, coverage hole affects the
packet delivery reliability in terms of EED and
PDR. Therefore, in the analysis, the NUR, EED,
and PDR were measured. Moreover, the ASR was
measured to observe the SLP performance of the
protocols. It was assumed that high NUR
corresponds to high probability that sensor nodes
end up exhausting their battery power and incur
power outage. Thus, high NUR results in the
presence of sensor nodes with power outage (SPO).
Therefore, for each protocol, the number of SPO
was observed. It is important to note that the PNRP
is a traditional protocol. Hence, PNRP was
included in the analysis as a baseline protocol, for
comparative analysis.

The equations below were used to compute the
NUR, SPO, ASR, PDR, and EED. Equation (1) was
adopted from [36], (3) from [51], (4) from [52],
[53], and (5) from [52], [53]. Description of the
parameters used in the equations are presented in
Table 2.

NPN
NUR = — 1
T (1)
SPO = NNBP (2)
NSA
ASR = 4 3
Noys 3)
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P
PDR = o (4)
i=1}HTanﬂ
PReci
2i=1 (TRecl- - TTransi) (5)

EED =

PRec

4.1 Simulation Environment

The parameters used in the simulations are
summarized in Table 3. MATLAB simulation
environment was used to simulate the network.
Similar to Mutalemwa and Shin [17], a network
with a side length of 2000 m was simulated. Good
network coverage was achieved when 3000 sensor
nodes were randomly distributed.

5. Results and Discussions

Table 2. Parameters used for computation in (1),
(2), (3), and (4)

Parameter Description

Npy Number of sensor motes
participating in data
transmission for 300 rounds.

Nr Total number of sensor motes.

Nygp Number of sensor motes with no
battery power after a duration of
packet transmission.

Nsa Number of successful adversary
attacks.

N4 Total number of attempts to
attack by the traffic analyzing
adversary.

Prec Total number of data packets that
are received by the sink node
successfully.

Prrans Number of packets that were sent
by the source nodes.

n Number of source nodes.

Trec The time that sinks node receives
a data packet.

Trrans The time that a data packet is sent

from a source node.

Table 3. Network simulation parameters

Parameter Value

Network side length (m) 2000
Number of sensor nodes 3000
Number of sink nodes 1
Sensor node communication
40
range (m)
Adversary hearing range (m) 40
Adversary waiting timer 4

(source packets)

Initial location of the

Near the sink node
adversary

Event monitoring technique  k-nearest neighbor

tracking
Size of packet (bit) 1024
Packet generation rate Varied between 1
(packet/second) and 4
Sensor mote initial energy 0.5

@)

5.1 Node Utilization Ratio

The technique to compute NUR by Han et al.
[36] was used. High NUR corresponds to increased
number of SPO and coverage hole which affects the
level of SLP protection.

It was observed that the DIRP and TRRP
protocols distribute different amount of traffic load
in different regions of a WSN. Thus, both DIRP and
TRRP incurred unbalanced energy distribution.
Therefore, NUR was measured for hotspot regions
(near the sink node) and non-hotspot regions (away
from the sink node) as shown in Figure 2.

Figure 2 shows that NUR of the protocols
increases with the source packet rate. This is caused
by the increased packet traffic. Therefore, many
packet routes are created to route the packets, and
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the NUR increases. Furthermore, it was observed
that when large amount of dummy traffic was
generated or packet flooding mechanism was
employed, the protocols created many routing
paths. Consequently, NUR increased.

Figure 2 (a) shows that the NUR of DIRP and
DFRP are significantly high. This is mainly
because DIRP employs fake sources at a distance
and floods packets in the hotspot regions. Also, it is
shown that the NUR of DFRP is high and it
increases rapidly. This is caused by the fact that
DFRP employs many fake sources that distributes
large amounts of dummy traffic which results in
high NUR. On the other hand, the NUR of RRRP is
low because it deploys fewer packets.

When the performance of TRRP was
investigated, it was observed that TRRP deployed a
small amount of packet traffic in the hotspot
regions. Therefore, TRRP incurred low NUR in the
hotspot regions. However, the routing algorithm of
TRRP guaranteed that large amount of dummy
traffic was distributed in non-hotspot regions.
Therefore, TRRP incurred significantly high NUR
in the non-hotspot regions.

When comparing the NUR of RRRP and TRRP
in the hotspot regions, the NUR of RRRP was
higher. The higher NUR of RRRP occurred because
RRRP employs random relay nodes which are
strategically positioned in the relay ring regions. It
was observed that, due to the strategic position of
the relay nodes, the routing paths of RRRP were
longer than the routing paths of TRRP in the
hotspot regions. When the routing paths were
longer, the number of hops in the packet
transmission increased. Consequently, the NUR of
RRRP increased.

Figure 2 (a) and Figure 2 (b) indicate that the
NUR varies in the hotspot and non-hotspot regions,
especially for the DIRP and TRRP protocols. This
confirms that DIRP and TRRP have unbalanced
energy distribution. For DFRP, high NUR is
incurred in both hotspot and non-hotspot regions.
High NUR corresponds to an increased number of
SPO and coverage hole, which affects the level of
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Figure 2. (a) NUR in the hotspot regions. (b) NUR
in the non-hotspot regions.

SLP protection. Therefore, the observations in
Figure 2(a) and Figure 2(b) suggest that SPO and
coverage holes are likely to occur in DIRP, TRRP,
and DFRP before they occur in RRRP. For DIRP,
SPO and coverage hole are likely to occur first in
the hotspot regions. In the case of TRRP, SPO and
coverage hole are likely to occur first in the non-
hotspot regions. Also, the results suggest that the
SLP performance of DIRP, TRRP, and DFRP is
more likely to be affected by coverage holes.

5.2 Sensor Nodes with Power Outage

When the mission duration for a WSN is
prolonged, high NUR causes large number of SPO
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and coverage holes which affects the effectiveness
and reliability of WSNs [49]. Mutalemwa and Shin
[17] presented that performance of SLP protocols is
significantly affected when large number of SPO
occurs. In this study, experiments were done to
observe the number of SPO in DIRP, DFRP,
RRRP, and TRRP.

Figure 3(a) shows that, in hotspot regions, DIRP
incurs the largest number of SPO, followed by
DFRP. These results coincide with the results in
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Figure 3. (a) Number of SPO in the hotspot regions.
(b) Number of SPO in the non-hotspot regions.

Figure 2 (a) which show that DIRP incurs the
highest NUR, followed by DFRP. These
observations confirm that high NUR corresponds to
large number of SPO in the network. Conversely,
Figure 3(b) shows that, in non-hotspot regions,
TRRP presents the largest number of SPO,
followed by DFRP. These results coincide with the
observations in Figure 2 (b) which show that, in
non-hotspot regions, TRRP incurs the highest
NUR, followed by the DFRP.

5.3 Attack Success Rate

SLP protection was measured using the ASR
metric. The technique to compute ASR was
adopted from Mutalemwa and Shin [51]. Low
ASR indicates strong SLP protection.

Figure 4 shows the ASR for DIRP, DFRP,
RRRP, TRRP, and PNRP protocols. Figure 4 (a)
shows the ASR at different source-sink distances.
It is shown in Figure 4 (a) that the ASR is
considerably lower for DIRP, DFRP, RRRP, and
TRRP than the ASR for the traditional PNRP
protocol. Thus, the level of SLP protection in
DIRP, DFRP, RRRP and TRRP is significantly
high. The ASR decreased when the distance
between source node and sink node was increased.
The cause for this observation was that path
diversity increased at longer source-sink distances.
When the path diversity was high, the routing
paths became more obfuscating to the adversary
and the ASR was hindered. For example, at 40
hops, the DIRP protocol created long and isolated
routing paths. Then, it flooded real and dummy
traffic. Therefore, the adversary was effectively
obfuscated and low ASR was achieved. When the
source-sink distance was short, DIRP flooded only
real packets. As a result, the adversary obfuscation
effect was reduced and the level of ASR increased.

Figure 4(b) shows the ASR when the network
size was varied. It is shown in Figure 4 (b) that the
ASR for DIRP, DFRP, RRRP, and PNRP did not
vary significantly when the side length was
changed. This was mainly because the
configuration of the routing paths and the level of
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Figure 5(a) shows that the ASR for DIRP and
! TRRP incurred insignificant change when the
node density was increased. However, for DFRP
and RRRP, the ASR decreased. Furthermore,
2 during the experiments, it was interesting to
2 DIRP measure the ASR at different adversary hearing
8 o5 ptii range because it was observed that the adversary
@ - & —RRRP became more powerful when its hearing range
[3] PNRP . .
g | was long. Figure 5(b) shows that, at the hearing
< &lllz- e —-- . range of 120 m, the adversary was able to
_________ [ T . .
T b ey N :: eavesdrop on the communication of the sensor
Te-. Do b nodes at a longer distance. Results from Figure
0 |
20 40 60
Source-sink distance (hops) 1
(a)
1 2
® DIRP
3 - © -DFRP
g 0.5 = B =-TRRP | 1
o - ® =RRRP
2 El PNRP
© 2
» DIRP < P—
3 - © -DFRP 6 TT==- .-
Sosf -8 -TRRP |- B o IZze-ogo-----n- =IIIlIzzze
3 - ® -RRRP e b 6=-=--CC ¢
S PNRP - T
£ 0 : :
< 3000 3500 4000 4500
- = m - — - L . Number of sensor nodes
e < °
) =B oo "
---------- . (a)
O L 1
2000 2500 3000 3500
Side length (m) 1 T
(b) ®
c
Figure 4. (a) ASR at different source-sink distances. 2 D4 _B:f‘RF’P .-
(b) ASR for different network sizes. 805 |- & =TRRP -7 -
? - ® =RRRP .- .-
) ) S PNRP| == - -
adversary obfuscation remained the same. g Lo----mTill--  a
Consequently, ASR incurred an insignificant e a-----"""777
change. On the other hand, for TRRP, the T B
configuration of the routing paths and the level of ol
adversary obfuscation changed significantly. As a 40 80 120
result, the ASR of TRRP was significantly reduced Range (m)
at longer network side lengths. Thus, the TRRP (b)

protocol provides higher levels of SLP protection
when the network size is increased.

Figure 5. (a) ASR against varied nodes density. (b)
ASR when adversary hearing range was varied.
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5(b) indicate that the ASR for all the protocols
increased when the adversary hearing range was
increased. Thus, with a longer hearing range, the
adversary became more powerful and it improved
its ASR. At the adversary hearing range of 80 m,
the ASR for the baseline PNRP was almost 100%.
Figure 5(b) also shows that the ASR for DIRP
increased rapidly. The fast increase was due to the
fact that the routing algorithm of DIRP provided
weak adversary obfuscating effect at the phantom
nodes. The increase in the ASR for DFRP was
slow because, unlike DIRP, DFRP provided
strong adversary obfuscating effect at the
phantom nodes. Also, the increase in the ASR for
RRRP was slower than for DIRP because RRRP
guaranteed high path diversity, which increased
the obfuscation of the adversary and hindered the
ASR. The ASR for TRRP increased at a slow rate
because TRRP generated many fake hotspots in
the diversionary routes and near the phantom
nodes. The diversionary routes were diverted to
the network border regions. Consequently, the
obfuscation of the adversary increased and the
ASR was hindered.

The ASR for DIRP, DFRP, RRRP, TRRP, and
PNRP increased when the packet rate was
increased, as shown in Figure 6 (a). This was
because more packets were generated and the
adversary captured an increased number of
successive packets to allow more successful back
tracing attacks, thereby increasing the ASR. In
addition, Figure 6 (a) shows that the ASR for
DIRP incurred a significant change. The main
reason for the variation was that, in some
scenarios, the adversary could locate the phantom
node. When that happened, the ASR increased
because DIRP does not obfuscate the adversary
effectively at the phantom node.

Figure 6 (b) shows the ASR at different mission

durations (rounds). It was observed that the ASR

for DIRP, DFRP, and TRRP increased. On the

other hand, the ASR for RRRP and PNRP incurred

less significant change. This was because DIRP,
DFRP, and TRRP incurred high NUR (Figure 2).
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Figure 6. (a) ASR at different packet generation rates.
(b) ASR at different number of rounds.

Also, DIRP, DFRP, and TRRP incurred large
number of SPO (Figure 3). At 1100 rounds, DIRP,
DFRP, and TRRP incurred large number of SPO.
Therefore, the effectiveness of DIRP, DFRP, and
TRRP was significantly reduced and the ASR
increased. The ASR in RRRP and PNRP incurred
less significant change because RRRP and PNRP
have reduced NUR (Figure 2). Also, RRRP and
PNRP incurred a reduced number of SPO (Figure
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Figure 7. (a) ASR when the number of source nodes per
event is varied. (b) ASR at different source packet rates
for scenarios SQ and DQ.

3). Figure 6(b) shows that, at 1100 rounds, RRRP
ensured the lowest ASR. Thus, at 1100 rounds,
RRRP outperformed the other protocols in terms of
SLP protection because it had low NUR and fewer
SPO.

Figure 6(b) indicates that DIRP, DFPR, and
TRRP can provide strong SLP protection.
However, the SLP protection of DIRP, DFPR, and
TRRP is short-term due to a large number of SPO.
The presence of a large number of SPO indicates

the occurrence of coverage holes. These results
suggest that the privacy performance of DIRP,
DFPR, and TRRP is affected by coverage holes.
Furthermore, it is shown that, although RRRP
provides lower levels of SLP protection when
compared with DIRP, DFPR, and TRRP, RRRP
outperforms DIRP, DFPR, and TRRP in terms of
long-term SLP protection.

Based on the observations in Figure 6(b), it can
be suggested that, when it is possible to supplement
the sensor nodes with energy resources to ensure
fewer number of SPO, DIRP is a better option. This
is mainly because DIRP is capable of achieving
very low ASR if the number of SPO is controlled.
However, if energy of the sensor nodes is a limited
resource, RRRP is a better option. This is because
RRRP provides long-term SLP protection and
maintains acceptable ASR.

It was observed that DIRP was capable of
achieving the best performance when the number of
SPO was controlled. However, one challenge
remains open: DIRP provides weak obfuscation
effect at the location of the phantom nodes. As a
result, it is easy for the adversary to improve its
ASR after it discovers the location of the phantom
nodes. The challenge was more obvious in the
experimental results depicted by Figure 5(b) and
Figure 6(a).

In another experiment, the number of source
nodes per event was varied and the ASR was
observed. Figure 7(a) shows that the ASR of DIRP,
DFRP, RRRP, TRRP, and PNRP increased. The
increase in ASR was mainly because, when the
number of source nodes was increased, the amount
of packet traffic around the event location was also
increased. Therefore, the event location became an
obvious hotspot region, which enabled the
adversary to improve its ASR.

In addition, an increased number of source nodes
resulted in an increase in the packet traffic and the
NUR. As shown in the discussions above, higher
NUR increases the number of SPO. When large

2023 61



Mutalemwa

JICTS
Volume 1(2) Pages 52-70

number of SPO occurs, the ASR increases. Figure
7(a) shows that the ASR for DIRP increased more
significantly. The increase was because DIRP
located the real source node far away from the fake
source nodes. Therefore, increased number of
source nodes and packet traffic made the event
location more obvious to the adversary. The results
in Figure 7 (a) suggest that, to provide strong SLP
protection, it is important to regulate the number of
source nodes per event.

More experiments were done to observe the
ASR when multiple events occurred at different
locations. Two events were computed at different
locations in the WSN domain. A single source node
was deployed per event. As shown in Figure 8, the
network was partitioned into four quadrants: Qy,
02, O3, and Q4. For the experiment results in Figure
7(b), two scenarios were considered: when source
nodes were positioned in the same quadrant (SQ)
and when source nodes were located in different
quadrants (DQ). In Figure 8, source nodes SN and
SN, are located in Q;. Source node SNy is located
in 0> while SN is in Q4. Figure 7(b) shows the
average ASR for DIRP, DFRP, RRRP, TRRP, and
PNRP for scenario SQ and DQ. Similar
observations were made in Figure 6(a).
Furthermore, Figure 7(b) shows that, for all the
protocols, the ASR was higher in scenario SQ. This
is due to the fact that in scenario SQ, the real packet
traffic was concentrated in one region of the
network. As a result, the region became an obvious
hotspot region and the adversary improved its ASR
by focusing its back tracing attack in one region.

In the scenario DQ, the ASR for DIRP was
slightly lower because, when probabilistic flooding
was employed, the packets arrived at the sink node
from opposite sides. Therefore, the adversary was
obfuscated more effectively and lower ASR was
achieved in the DQ scenario. In DFRP and TRRP,
the ASR in scenario SQ was higher because when
multiple sources were located in the same quadrant
and the source packet rate was increased, the effects
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Figure 8. Division of the WSN domain.

of unbalanced energy distribution and high NUR
became more impactful. TRRP maintained low
ASR. For RRRP protocol, the ASR in scenario DQ
was lower than in scenario SQ.

5.4 Packet Delivery Ratio

The technique to compute PDR was adopted
from Khan et al. [52] and Fotue et al. [53]. Figure
9(a) shows that, as the source-sink distance was
increased, the PDR decreased. In scenarios where
the transmission distance was long, the packet loss
events increased, hence decreasing the PDR. It was
also observed that DFRP and TRRP achieved
significantly lower PDR than the traditional PNRP
protocol because DFRP and TRRP experienced
many packets collision events which resulted in
packet loss. For the same reason, there was a faster
decrease in PDR of DFRP and TRRP as shown in
Figure 9(b). Furthermore, Figure 9(a) shows a
significant change in the PDR of DIRP between 20
and 30 hops. The significant change in PDR of
DIRP was because DIRP used the flooding
mechanism inside the blast ring which ensured high
PDR. In regions not covered by the blast ring, the
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Figure 9. (a) PDR at different distances between
source and sink nodes. (b) PDR against varied
packet generation rate.

PDR was reduced. The PDR of RRRP was
significantly higher than the PDR of DFRP, and
TRRP mainly because RRRP incurred fewer
events of packet loss.

As it is shown in Figures 2 and 3, NUR and

packet rate was increased, DIRP, DFRP and TRRP
incurred large number of SPO and reduced PDR.
However, DIRP could provide higher PDR than
DFRP and TRRP because it employed packet
flooding mechanism. The RRRP achieved higher
PDR than DIRP and DFRP because it incurred
fewer number of SPO and fewer packet loss events.

5.5 End-to-End Delay.
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the number of SPO increased when packets were
generated at a high rate. The presence of SPO
results in poor network connectivity and reduced
PDR, as shown in Figure 9(b). As the source

Figure 10. (a) EED at different source-sink distances.

(b) EED at different number of rounds.
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To measure the EED, the equations by Khan et
al. [52] and Fotue et al. [53] were considered.
Figure 10 shows the experiment results. Figure 10
(a) shows that the EED increased when the distance
from source to sink nodes increased. The EED for
TRRP and DFRP was relatively long. DIRP
achieved lower EED than DFRP and TRRP. RRRP
achieved longer EED than DIRP because RRRP
created long and dynamic routing paths which
resulted in long EED. The EED was also measured
at different durations (rounds). Figure 10(b) shows
that the EED increased when the number of rounds
was high. The increase in the EED of DIRP, DFRP,
and TRRP was high because DIRP, DFRP, and
TRRP had high NUR and incurred large number of
SPO. At a packet generation rate of 4
packet/second, the NUR and number of SPO
increased significantly. Consequently, coverage
holes occurred, the network experienced poor
connectivity, and the EED increased.

6. Summary

QoS requirements in mission-critical event
monitoring applications include security, coverage
and connectivity [54]. Furthermore, coverage and
connectivity are good performance indicators in
WSNs [7, 50]. Table 4 summarizes the
observations from section 5. It also outlines the
limitations of the protocols and highlights the
reasons for the limitations. It was observed that the
performance of DIRP, DFRP, and TRRP was
affected by high NUR, large number of SPO, and
coverage holes. The observations in Table 4
suggest that DIRP is a better protocol for IoT
applications because it can perform significantly
better if the challenge of SPO is addressed.

7. Recommendations

There are various techniques to supplement
energy resources and control the number of SPO in

WSNs [20], [55-59]. Xiong et al. [20] presented
that distributed energy resources (DERs) are
becoming increasingly popular in IoT to address
the challenges of limited energy resource. New
technologies and lower costs promote the
deployment of DERs [20, 60, 61]. Solar-powered
DERs provide flexible energy management to
prolong the network lifetime, reduce the number of
SPO, and effectively preserve the SLP [20].
Therefore, DERs may be considered to improve the
viability of the protocols for IoT applications,
especially the DIRP protocol. Moreover, energy-
harvesting WSNs (EH-WSNs) may be considered
to improve the performance of SLP protocols for
IoT applications. Artificial Intelligence-based EH-
WSNs present mechanisms to address SPO
challenges for IoT applications [62].

8. Conclusion

SLP is crucial when sensor-based loT networks
are deployed for monitoring applications that
require privacy protection. This study presents a
comprehensive performance analysis of SLP
protocols. In the analysis, the challenges of limited
energy resource in IoT sensors, unbalanced energy
distribution, and coverage hole were explored.
Experiment results reveal that the DIRP protocol
achieves good performance to outperform the
DFRP, TRRP, RRRP, and PNRP protocols in terms
of ASR, EED, and PDR. However, to achieve the
good performance, DIRP tradeoffs the efficiency in
power consumption. Thus, DIRP is energy
inefficient. Also, DIRP is prone to coverage hole
effects. The results suggest that DIRP may present
better performance if the integration of DERSs is
considered.
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Table 4. Summary of the observations

Protocol

Limitation

Causes of the limitation

DIRP

Very high NUR in hotspot regions.
Large number of SPO in hotspot regions.
ASR increases rapidly in long mission durations.

Short-term SLP protection.

Reduced PDR when source nodes are not inside the
flooding regions.

EED increases at an accelerated rate when the mission
duration is prolonged.

Flooding of real and dummy packet traffic in the blast ring.

Large number of SPO in hotspot regions.

Floods only real packet traffic when packet generating node is
near the sink but floods both real and dummy traffic when the
node is away from sink node.

Large number of SPO in hotspot regions which result in poor
connectivity between source node and sink.

DFRP

Very high NUR in hotspot regions and high NUR in
non-hotspot regions.

Large number of SPO in hotspot and non-hotspot
regions.

ASR increases rapidly in long mission durations.

Short-term SLP protection.

Reduced PDR at high source packet rate.

EED increases rapidly when the mission duration is
prolonged.

Broadcasts large amount of dummy traffic.

Large number of SPO in hotspot and non-hotspot regions.

Many events of packet retransmissions due to collisions and
loss of packets.

Large number of SPO in hotspot and non-hotspot regions which
result in poor connectivity between source node and sink.

TRRP

Very high NUR in non-hotspot regions.
Large number of SPO in non-hotspot regions.

ASR increases at an accelerated rate in long mission
durations.

Short-term SLP protection.

Reduced PDR.

EED increases when the mission duration is prolonged.

Distribution of a significant amount of dummy traffic in non-
hotspot regions.

Large number of SPO in non-hotspot regions.

Broadcasts a significant amount of packet traffic which result
in packet collision, loss, and retransmissions.

Large number of SPO in non-hotspot regions which result in
poor connectivity between source node and sink.

RRRP

In many scenarios, ASR is higher than in DIRP, DFRP,
and TRRP.

Does not distribute dummy traffic therefore adversary is less
obfuscated.

PNRP

High ASR.

PNRP is a traditional protocol that provides weak SLP
protection.
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